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Experience

Software Engineer, CSP Networks, 10/01/2021 - 08/28/2024, Irvine, CA

Report Suspicious Azure Logins
- Developed PowerShell agent and PHP REST API to get public IP addresses of authorized users.
- Configured secure application access to the Azure O365 Management API using IAM.
- Configured multi-tenant application in Azure and granted tenant access via PowerShell script.
- Created a cron job, Bash script, and PHP code to get REST API data from Azure.
- Wrote PHP code to store API data in MariaDB (MySQL) database and flag any suspicious logins.
- Developed a frontend UI using HTML and CSS to report on the suspicious logins.

Report Exchange Online Forwarded Mailboxes
- Configured secure application access to the Azure Exchange Online API using IAM.
- Created a cron job, Bash script, and PHP code to generate PowerShell scripts within Bash scripts.
- The scripts would run to get the Exchange Online data and store it in MariaDB, then cleanup.
- Wrote PHP backend code using CodeIgniter MVC framework to validate and process the data.
- Developed a frontend UI using HTML and CSS to report on the forwarded mailboxes.

Report Microsoft Billing Information
- Configured secure API access to the Partner Center via the Secure Application Model Framework.
- Developed and integrated PHP code to cache API data containing Microsoft billing information.
- Created code that transformed API JSON into PHP data structures for saving to the database.
- Provided efficient insights into key billing information that was not possible using the web interface.
- Enabled the business to save thousands of dollars by reporting on unused licenses and errors.
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Technical Support
- Performed software, hardware, and network troubleshooting for both IT and cybersecurity issues.

Projects

The Watcher: Intelligence Collection Honeypot
- Developed a honeypot written in PHP that collects IP address and user agent info on visitors.
- Coded tools that use the Shodan REST API to perform open-source intelligence on the visitors.
- Information collected includes location data, host names, operating systems, and open ports.

Penetration Testing Tools API
- Developed a REST API written in Go that provides payloads used in penetration testing.
- Wrote code to validate API inputs using regular expressions and error handling.
- Used functions to handle serialization (marshalling/encoding) for JSON and HTTP responses.

See my GitHub for the code and more projects: https://github.com/danielstephengilbert
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Experience

Software Engineer, CSP Networks, 10/01/2021 - 08/28/2024, Irvine, CA

Software Engineering, System Administration, and Cybersecurity
- Developed software that gave the business unprecedented efficient visibility into their IT systems.
- Configured Ubuntu Linux Server, Apache server, MariaDB, PHP, CodeIgniter, and PowerShell.
- Secured Apache configuration and wrote automated scripts to secure permissions and backup files.
- Managed local user accounts and configured least-privilege access to files, scripts, and data.
- Performed an internal penetration test of the development server to check EDR and security.
- Secured web application and code using input validation, prepared queries, and access control.

Special Projects
- Advised C-suite on cybersecurity issues such as secure API access and software vulnerabilities.
- Developed custom configurations, code, and scripts to pull specific data for C-suite on-demand.
- Configured firewall VPN MFA, ConnectWise-O365 calendar sync, and BrightGauge dashboards.
- Developed a custom PowerShell script to roll out VPN client updates to patch a security issue.
- Performed research & development into new business ideas proposed by C-suite to give insights.
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Technical Support
- Performed software, hardware, and network troubleshooting for both IT and cybersecurity issues.
- Troubleshooted issues involving workstations, printers, phones, routers, switches, servers, firewalls.
- Maintained a 95% SLA success on average, which set the bar and improved customer satisfaction.
- N-Able N-Central RMM, LogMeIn, IT Glue, ConnectWise ticketing system, Fonality, Microsoft 365.
- Windows 7/10/11, RDP, Sysinternals tools, Windows event logs, Command Prompt, PowerShell.
- Sophos EDR, VirusTotal (malware analysis / threat intelligence), SMTP headers (phishing, SPF).

Documentation
- Provided thorough documentation of issues, appropriately designated as either public or private.
- Provided the customer with clear written explanations of their IT issues as they were resolved.
- Developed both user friendly and highly technical documents for both the team and the customers.

Projects

Hacked Over 100 Systems on Hack The Box
- Performed scanning, enumeration, exploitation, pivoting, and privilege escalation.
- Learned penetration testing techniques for Linux, Windows, Web, and Active Directory.
- Techniques included port scanning, web fuzzing, exploit code, reverse shells, and tunneling.
- Used Nmap, Ffuf, Burp Suite, Python, Metasploit, Bash, PowerShell, PEASS, and native tools.
- Was persistent and meticulous, sometimes spending hours to multiple days hacking one system.

You can verify my progress here: https://app.hackthebox.com/profile/1134254 (must use computer)
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